St Andrew’s College Intune Terms and Conditions

To ease onboarding of new student and staff BYODs onto the College's Wi-Fi networks, we have
enabled the optional management of personal devices using our Microsoft Endpoint Manager

service.

Once enrolled, your device will automatically have certificates and configuration applied to allow it
to connect to the College's Wi-Fi network without further user or ICT intervention. However, note
that to facilitate this Microsoft Endpoint Manager does allow the College to manage enrolled
devices, and see various components of those devices.

Specifically:

What the College can see on enrolled devices:

What the College cannot see on enrolled
devices:

e hardware details such as model, serial
number, and operating system;

e the names of applications installed on the
device;

e the name of the device, and the
student/staff account associated with it.

e personal activity such as Browsing history,
emails, contacts, or calendar entries;

e passwords;

e documents.

What the College will do to enrolled devices:

What the College will NOT do on enrolled
devices:

e install configuration required for the device
to connect to the College Wi-Fi;

e enforce the use of a password on the
device (users can still use alternate login
options like Hello for Business or TouchlD
to unlock the device);

e offer optional applications that can be
installed via the Company Portal app;

e in some cases, Windows will upload the
devices BitLocker key to our environment.
This is undesired functionality that is built
into Windows.

e automatically install applications;

e reset the device to factory settings;

e actively review the applications or settings
present on the device unless they are
directly involved in the points we will do to
the left.

As detailed above, the College is using this system exclusively to provide an easier method of
deploying Wi-Fi functionality to these devices and offer optional applications to users with the
lightest touch to personal devices we can. We have no plans nor desire to extend this configuration
and will duly inform students via College email if any of the above information changes.

When students leave the College, management of any enrolled devices will be terminated when
their accounts are closed and archived, ending any connection between the student’s device and the

College's services.
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